Nanophotonics focuses on the control of light and the interaction with matter by the aid of intricate nanostructures. Typically, a photonic nanostructure is carefully designed for a specific application and any imperfections may reduce its performance, i.e., a thorough investigation of the role of unavoidable fabrication imperfections is essential for any application. However, another approach to nanophotonic applications exists where fabrication disorder is used to induce functionalities by enhancing light-matter interaction. Disorder leads to multiple scattering of light, which is the realm of statistical optics where light propagation requires a statistical description. We review here the recent progress on disordered photonic nanostructures and the potential implications for quantum photonics devices.
By harnessing the interaction between light and matter, new technologies have arisen ranging from incandescent light emission to single-photon sources. Therefore, controlling how light is emitted and absorbed is at the forefront of modern photonics and is at the heart of, e.g., energy harvesting or photonic quantum technology. It is an essential insight that the emission of light can be controlled by tailoring the material environment surrounding the emitter [1] . Consequently, different approaches have been taken to engineer photonics at the nanoscale primarily by using ordered photonic structures such as high finesse Fabry-Perot microcavities, whispering gallery resonators, or microcavities and waveguides based on photonic crystals [2] . An overall vision of the research field is to construct complex photonic circuits of basic and highlycontrolled elements for both classical [3] and quantum [4] applications. However, such nanostructures are sensitive to small fabrication imperfections [5, 6] , and therefore a systematic assessment of the role of such unavoidable disorder on device performance is mandatory in any application. Interestingly, disorder may also be employed in some cases as a resource, notably leading to phenomena such as efficient light trapping [7, 8] and random lasing [9] .
The role of disorder in photonic nanostructures has been intensively researched in the last decade [7, [10] [11] [12] [13] . One interesting experimental observation was reported by the group of F. Vollmer, who observed surprisingly narrow cavity resonances in the slow-light regime of photonic-crystal waveguides notably outperforming the quality (Q)-factor achieved in their engineered nanocavities [12] . These high-Q cavity modes were unequivocally attributed to unavoidable disorder featuring in certain frequency ranges of state-of-the-art photonic-crystal waveguides. The modes are manifestations of one-dimensional Anderson localization of light: the coherent scattering of light by the imperfections in the waveguide leads to the spontaneous formation of random cavities. Andersonlocalized photonic-crystal waveguide cavities are illustrated in Figure 1 : Illustration of one-dimensional Anderson localization in a disordered photonic-crystal waveguide. Light emitted from internal light sources inside the waveguide may be trapped due to random scattering from disorder leading to the formation of cavities. Illustration made by S. Stobbe. Figure 2 shows two examples of nanostructures used within nanophotonics and quantum optics: a photonic crystal with a photonic band gap enabling the control of spontaneous emission and a photonic-crystal waveguide that can be used to efficiently route photons to a single propagating mode. These particular samples were obtained by etching a triangular lattice of holes in a semiconductor membrane of GaAs leading to three-dimensional confinement of light. In photonic crystals, the modulated refractive index shapes the electrical field locally and the corresponding photon dispersion relation can be engineered featuring tailored bands and band gaps, cf. Fig. 2c for an example of the dispersion relation for a photonic-crystal waveguide. In photonic-crystal waveguides and cavities, light and matter can be very efficiently interfaced c Dispersion relation of TE-like modes of a photonic-crystal waveguide where the dashed curve corresponds to an evenparity guided mode in the waveguide. The lattice constant is a = 260 nm and hole radius r = 0.29a. The orange-shaded region around the mode outlines the photonic bandgap region. d and e display scanning electron micrograph images (top view) of correspondingly disordered photonic crystals and photonic-crystal waveguides where the positions of the holes are randomized with a standard deviation of σ = 0.06a. The scale bar in all the micrographs corresponds to 1 µm.
by enhancing the coupling to one preferential guided or localized mode while simultaneously inhibiting the coupling to all leaky modes [14] . This is the basis for the construction of lowthreshold lasers [15] , deterministic single-photon sources [16] , and light-matter quantum entanglement [17] . Photonic crystal membranes can be fabricated by electron-beam lithography patterning followed by etching on semiconductor wafers containing quantum light sources such as quantum dots or quantum wells that thereby are incorporated directly inside the nanostructures. As for any fabrication method, this unavoidably introduces entropy, i.e., statistical errors in the form of variations relative to the ideal target structure due to a finite fabrication precision. This manifests itself, e.g., in statistical size and shape variations as well as roughness of the holes of the photonic crystal lattice. Importantly, a description of the physics of such disorder entails methods from statistical physics where no attempt is done to account for each individual imperfection, but rather light transport is described by universal (macroscopic) parameters of the system such as the mean-free path [18, 19] . It turns out that disorder is particularly critical at certain frequencies in the dispersion diagram, e.g., near the cut-off frequency of the waveguide mode (cf. dashed line in Fig. 2c ) or at the edges of the bandgap since the associated highly-dispersive slow-light optical modes become very sensitive to disorder. As such, photonic crystals constitute an interesting example of a system possessing both order an disorder. While the underlying ordered lattice gives rise to the tailored dispersion relation with, e.g., band gaps and slow light, the presence of disorder perturbs the modes leading to random multiple scattering and localization effects. The underlying ordered photonic-crystal lattice is beneficial for inducing Anderson localization since strong dispersion of light may aid in crossing the boundary to the strongly-localized regime, which was already proposed in a pioneering work on photonic crystals [20] . Another important question is how to reliably extract the statistical properties of light transport. The standard ap-
wavelength (nm) Photonic band gap proach is to study reflection and transmission through a disordered medium, which is of limited use for probing strongly localized modes that are hardly accessible with external sources. The incorporation of light emitters inside the samples turns out to be a major advantage, since they may efficiently excite both propagating and localized modes. As a consequence, the statistics of disordered optical modes can be recorded by monitoring the intensity fluctuations and spectral components of the light emitted by the internal light sources, e.g., an ensemble of quantum dots [21] . It is an essential task to quantify systematically the robustness of photonic-crystal nanostructures towards imperfections. Figures 2d and 2e show examples of structures where an intentional amount of disorder in the hole positions is introduced in accordance to a Gaussian probability distribution with a standard deviation, σ. Here, σ = 0 corresponds to no intentional disorder, but intrinsic fabrication disorder in the samples is nonetheless unavoidable. The photonic modes in the disordered structures are conveniently probed by using the internally embedded ensemble of emitters (InAs quantum dots) to excite the modes. In this case, the quantum dots are optically pumped into saturation and a relatively large density of quantum dots is advantageous, since the inhomogeneously broadened photoluminescence (PL) due to the quantum dot size distribution can be exploited as an embedded broadband light source. By scanning across the sample and collecting the PL spectra, the statistics of the modes in the structures can be probed. Since the specific quantum dots used in the present example are operated optimally at low temperatures, the experiment was carried out at T = 10 K in a Helium flow cryostat and the sample position was controlled with stages with a resolution of 0.3 µm. The PL spectrum was sent through a spectrometer and detected either with a CCD camera for spectral analysis or with an avalanche photo-diode for the dynamics (see details in Refs. [7, 22] ). Figure 3 plots the spatially-resolved PL intensity collected at different wave- Figure 5 : Near-field optical microscopy on disordered photonic nanostructures. a. Scanning electron micrograph (top view) of amorphous disordered structures made by etching holes randomly in GaAs. b Near-field photoluminescence images of the sample shown in a at λ = 1300 nm. From Ref. [31] . c. Scanning electron microscope image of two sidecoupled photonic-crystal waveguides and of the access ridge waveguides used to inject light. Light is injected in the upper waveguide, which operates in the fast-light regime, and couples evanescently to localized modes in the lower waveguide, operating in the slow-light regime, which is illustrated in the sketch. d. High-resolution near-field images of the photoniccrystal waveguide pair recorded at λ = 1489.61 nm, which shows an extended mode coupled to a series of coupled localized modes. From Ref. [34] .
lengths from photonic crystals perturbed by an increasing amount of disorder from σ = 0 to σ = 0.12a, with a = 280 nm being the lattice constant of the photonic crystal. The effect of disorder is apparent: while the PL fluctuates weakly in slightly perturbed lattices (σ ≤ 0.03a), the presence of very bright peaks is observed for σ ≥ 0.06a. This is the manifestation of two-dimensional Anderson localization of light observed near the edge of the photonic band gap. Localization occurs within a certain wavelength range close to the photonic band gap, corresponding to the so-called optical Lifshitz tail [23] , which has been experimentally studied also in onedimensional photonic-crystal waveguide systems by scanning near-field optical microscopy [24] or single quantum-emitter spectroscopy [25] .
As opposed to two-dimensional photonic crystals, which are relatively robust against disorder, one-dimensional photoniccrystal waveguides require just a small amount of residual Anderson localization probed by internal light emitters. a. High-power photoluminescence spectra collected while scanning an excitation/collection objective along a photonic-crystal waveguide with an amount of disorder of σ = 0.03a. From Ref. [7] . Normalized intensity distribution recorded from the spectra for the case of a 2D photonic crystal (b) and a photonic-crystal waveguide (c) and varying amounts of disorder. A pronounced deviation from Rayleigh statistics (dashed line) is observed for disordered samples. The solid lines represent the best fit to the theory of Ref. [19] from which the dimensionless conductance, g can be obtained. d and e shows the recorded g versus amount of disorder in a photonic crystal and a photonic-crystal waveguide, respectively. From Ref. [22] and Ref. [21] .
disorder to obtain Anderson localization in the wavelength range where light propagation is slowed down [7] . Figure 4a displays the electric field intensity in an ideal photonic-crystal waveguide calculated at the cutoff frequency of the guided mode by the numerical method described in Ref. [26] . Near this frequency, light is slowed down, i.e., the group velocity ideally vanishes at the cutoff point [27] , an effect that has proven well suited for enhancing light-matter interaction [16, 28] . The effect of disorder on the waveguide mode at the cutoff point is illustrated in the calculation presented in Fig. 4b . The periodic Bloch mode is observed to split up due the effects of random multiple scattering, whereby a collection of strongly localized cavities appear. In an experiment they may be excited by the internal emitters (e.g., quantum dots) and Fig. 4c shows an example of a recorded emission spectrum. More than hundred Anderson-localized modes were measured by scanning along the waveguide and the data are analyzed, e.g., by extracting the cavity quality factor Q = ω/∆ω, which measures the ratio between the cavity frequency and linewidth. Q is a relevant parameter for cavity quantum electrodynamics (QED) since it determines, jointly with the mode volume, the Purcell enhancement of an emitter placed in the cavity. The broad distribution of Q factors ranging from Q = 200 to Q = 13.000 was recorded experimentally, where the distribution is found to strongly dependent on the amount of disorder introduced to the sample, cf. Fig. 4e . Interestingly, the highest Q-factors were observed in waveguides where no extrinsic disorder was introduced (σ = 0), i.e. intrinsic disorder due to inherent fabrication imperfections suffices in creating high-Q random cavities albeit occurring in a narrow bandwidth in the slow-light regime, which is quantified as the width of the Lifshitz tail. Two mechanisms determine Q in the waveguides: the in-plane loss from light leaking out of the end of the waveguide due to the finite length and out-of-plane leakage due to scattering out of the membrane structure [21] . The strong confinement of the modes found experimentally, cf. Fig. 4c , entails that the in-plane loss is negligible compared to the out-ofplane leakage, which is found to increase with σ, cf. Fig. 4f . In contrast, the width of the Lifshitz tail, λL, is found to increase with disorder, i.e. the spectral range in which Anderson localization is observed to increase with disorder. By using the experimentally recorded λL as a measure of the amount of disorder, it is possible to quantify the amount of intrinsic disorder, i.e., only due to the fabrication limitations. In photonic crystals, intrinsic disorder is a combination of different types of imperfections such as fluctuations in the hole positions, radii, and shape. The amount of disorder in stateof-the-art photonic-crystal waveguided has been quantified to correspond to a hole displacement of σ ≈ 0.005a [29] , which is a valuable quantitative measure of the influence of statistical fluctuations on the propagation of light in the waveguide.
Near-field optical microscopy has been proven as a powerful method of characterizing and visualizing the highly complex spatial mode distributions found in disordered photonic nanostructures [24, 30] . Figure 5 illustrates specific examples. One route exploits two-dimensional amorphous nanostructures instead of perturbed lattices [31] . In these GaAs nanostructures, which also include embedded InAs quantum dots, the etched holes do not follow a periodic pattern but are randomly distributed with a controlled density and a minimum distance between them, as shown in Fig. 5a . In this case, the PL from the internal quantum dots is monitored by using a near-field scanning optical microscope, revealing the pres- ence of strongly localized cavities with a high degree of spatial confinement, as shown in Fig. 5b . The coupling between different localized modes observed in this system [31] , the socalled necklace states, could provide an interesting approach to study the physics of arrays of coupled cavities. Disordered photonic-crystal waveguides have been the most extensively investigated system so far [11, 32, 33] . An illustrative example is that of two collinear photonic-crystal waveguides evanescently coupled (see Fig. 5c ), with each waveguide having a different sensitivity to disorder since they are respectively operating in the fast-light and slow-light regimes [34] . Light propagating in the fast-light waveguide can then evanescently excite strongly localized modes in the slow-light waveguide, which is observed in the near-field measurement reproduced in Fig. 5d . The standard approach to characterize a random medium is to record the intensity of an external light source in a transmission experiment. In such a configuration, discriminating between Anderson localization and simple absorption is subtle because both give rise to similar effects on the averaged transmission [35] . A statistical approach was proposed to overcome this issue and was implemented for the case of microwaves [36] , where the statistical fluctuations of the multiply scattered transmitted light was recorded and analyzed. Having internal light sources inside the disordered structure allows to generalize this approach and constitutes a convenient method of exciting the modes of a random medium. Figure 6a shows an example of such measurements for the case of a disordered photonic-crystal waveguide where the internal modes in the Anderson-localized regime is excited by the emitters and recorded in the PL spectra. From such data, the PL intensity distribution P( I ≡ I/ I ) can be extracted, where I is the average PL intensity. For a moderate effect of disorder, the PL intensity is described by Rayleigh statistics [18] . For increased disorder, however, P( I) evolves into a heavy-tailed distribution, revealing the presence of few but very bright peaks in a very-low intensity background. Examples of experimentally recorded distributions are plotted in Fig. 6 for two-dimensional photonic crystals (b) and onedimensional photonic-crystal waveguides (c), respectively and modeled by the associated theory [19, 37] . This analysis is reliable compared to transmission experiments, since absorption cannot give rise to a heavy-tailed intensity distribution. From the comparison of experiment to theory, the dimensionless conductance, g, can be determined, which is a universal parameter determining the statistical properties of light transport through the disordered medium and sets the boundary (g ≤ 1) for Anderson localization in the absence of absorption [18, 19] . The variation of g with disorder is plotted in Fig. 6 for photonic crystals (d) and photonic-crystal waveguides (e), respectively. The wave transport in two-dimensional photonic crystals is less sensitive to disorder than in onedimensional waveguides and displays a different functional dependence. In particular, the waveguide case (Fig. 6e) features a minimum in g corresponding to an optimum amount of disorder where localization effects are most pronounced. This optimum is due to an interesting balance between order and disorder: the waveguide gives rise to dispersion and slow light that in turn is more sensitive to disorder. However, too much disorder ruins the underlying dispersion and therefore slow light, which effectively may extend the modes.
A main motivation for creating cavities in photonic crystals is to confine light in a small volume, thus increasing locally the available density of optical states (DOS) and therefore enhancing the emission rate of quantum light emitters [14] . The radiative decay rate of a dipole emitter is directly related to the local DOS at the position of the emitter, r, as γ rad (r, ω) ∝ |p| 2 DOS(r, ω), where p is the emitter dipole moment. Quantum dots embedded in the samples may be exploited as probes of the local DOS and its spatial fluctuations. In this case the quantum dots are pumped at low excitation power with short optical pulses whereby the dynamics of single quantum dot lines can be probed. The emission curves for neutral excitons in InAs quantum dots pumped by non-resonant excitation are bi-exponential as a consequence of the fine structure of the lowest exciton state [14] , which allows to extract the radiative decay rate of single emitters at a given wavelength and position [38] . Figure 7a plots the time-resolved PL at a wavelength of λ = 910 ± 3 nm for two quantum dots at different positions in a photonic crystal perturbed by σ = 0.06a. By applying a high excitation power to the same sample, the localized modes in the photonic crystal are revealed, cf. Fig. 7b . Strongly localized modes are found, and the rapid decay observed for one of the quantum dots in Fig. 7a is due to the coupling to one of the Anderson-localized modes of the structure. The statistics of the recorded radiative decay rates for single quantum dots is reproduced in Fig. 7c . It clearly illustrates that disordered photonic nanostructures are highly efficient for strongly modifying the local DOS to control emission of light at the nanoscale [39] .
A direct measure of the Purcell enhancement in Andersonlocalized modes requires control over the detuning of the quantum dot relative to the cavity, which can be implemented by temperature tuning [40] . Fig. 7d shows two PL spectra at different temperatures for a photonic-crystal waveguide affected only by intrinsic disorder. Emission lines corresponding to either single quantum dots or Anderson-localized modes can be identified from their different temperature dependencies. Figure 7d ) shows spectra and decay curves for a single quantum dot tuned into resonance with a localized mode displaying a Purcell factor as high as 23.8. This is identified as being close to the onset of strong coupling [41, 42] . Unfortunately, such detailed tuning experiments are rather cumbersome and therefore extracting the full statistics of the Purcell enhancement by this method is not feasible. An alternative approach records the time-resolved emission directly from the Anderson-localized cavities at a fixed temperature [43] . In such measurements, contributions from several quantum dots coupled to the cavity modes lead to a multi-exponential decay. By extracting only the fastest component of the decay curves corresponds to investigating the contributions from the dominating quantum dot. The Purcell factor is derived by referencing these data to the decay rate of quantum dots measured in the GaAs homogeneous environment, which is 1.1 ns -1 . Figures 7f and 7g show Purcell factor distributions for different amounts of disorder, where the data notably constitute a lower bound since the detuning between the quantum Finally, introducing optical gain into disordered structures leads to new opportunities by investigating the formation of random lasing cavities. To this end, disordered photonic-crystal waveguides constitute a particularly suitable platform [44] where even random lasing in the Andersonlocalized regime can be achieved [45] . Figure 8a illustrates Anderson-localized random lasing in a disordered photoniccrystal waveguide. In such experiments, it is favorable to exploit quantum wells as active medium as opposed to quantum dots in order to achieve a sufficiently large gain. Figures. 8b-d shows results of such an experiment carried out on InGaAsP quantum wells embedded in InP membranes and operated at room temperature. The quantum well is optically pumped and by increasing excitation power several localized modes start to lase in a sequential manner, i.e. the different laser peaks grow one by one with increasing excitation power each displaying a characteristic input-output lasing curve. Figure 8d plots the multi-mode lasing wavelengths, which are remarkably stable with increasing power even for modes that are spectrally and spatially close to each other. Such stable multimode operation is a feature of operating in the Anderson-localized regime: since the modes are exponentially confined (on average) the corresponding coupling between different lasing is suppressed due to their weak spatial overlap [46] . On the contrary, random lasing modes found in a diffusive systems are largely extended and therefore overlap spatially implying that different modes deplete the same gain region. This is found to lead to very strong mode competition and eventually chaotic lasing behavior [47] .
In summary, we have presented a brief review of some recent results on disordered photonic nanostructures and in particular photonic crystals. The role of unavoidable fabrication disorder is essential to comprehend in order to exploit photonic nanostructures in, e.g., quantum optics [14] . The onset of disorder occurs on a characteristic length scale, the mean-free path, which is the average propagation distance in between scattering events. Statistical measurements, as the ones presented here, grant access to such universal transport phenomena. To circumvent disorder effects, it is therefore required to make nanostructures that are smaller than the mean-free path, which turns out to be a viable approach in state-of-the-art photonic nanostructures [16] . Remarkably, an alternative and less intuitive approach to nanophotonics and quantum optics may be taken that exploits disorder as a mean to enhance the interaction between light and matter. Some recent results on the applications of quantum emitters in disordered photonic nanostructures have been highlighted in the present manuscript. One benefit of this approach is that the embedded emitters are very convenient probes of the complex statistical properties of a disordered medium. Current research topics include the study of mesoscopic quantum correlations in disordered media [48] including the unique non-universal correlations present in optical systems [22, [49] [50] [51] that have no counterpart in mesoscopic electronics. The approach of exploiting disorder to induce functionalities has been referred to as the research field of disordered photonics [52] with potential applications in, e.g., near-field imaging [50] and energy harvesting [53] .
